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Discussion Topics 
for today

• Evolution of Networks & Security
• E2E Threats in 5G networks
• 5G Security use cases
• Real Life 5G security deployment 

(by Phil Hyde, CTO & Evangelist, Accordant) 

• E2E threats mitigation 
• Takeaways 
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Me…

3

Lives in Ireland , Works for Security, Focussed on Service Providers
pramonai{at}cisco.com

Co-lead 5G Security 5GAmericas, Works closely with NIST for 5G security

Hello !!
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5G Security book Pre-ordering link:
https://www.amazon.com/Securing-Evolving-Architectures-Pramod-
Nair/dp/0137457936/ref=sr_1_1?dchild=1&keywords=securing+5g&
qid=1632747776&s=books&sr=1-1

About the book:
A vendor agnostic book covering the following key topics:
• Explore new 5G security challenges—and why you still need external 

controls, even with recent 3GPP improvements
• Implement network component security controls for RAN, Transport, 

5GC, and devices
• Safeguard Multi-Access Edge Compute (MEC), SDNs, virtualized 5G 

cores, and massive IOT
• Protect Public and Non-Public Networks (Private 5G) deployment 

scenarios
• Secure Critical Infrastructure, Vehicle to Everything (V2X), and Smart 

Factory use cases
• Optimize end-to-end 5G security architecture across all 5G domains 

based on zero trust
• Prioritize 5G security investments in service provider or enterprise 

environments
• Preview emerging 5G use cases and ML/AI-based security 

enhancements
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Network Evolution

5BRKSEC-2237

4G 
Telco DC

4G Radio 
Node 
(eNB)

Internet

35Mbps
20-30ms Latency

Backend Transport

4G Networks Today

Transport to internet / 
roaming partners

Mobile Broadband

Ultra Low Latency use cases

Internet
Backend 
Transport

5G
Micro DC

5G Radio 
Node 
(gNB)

Intermediate 
Backend 
Transport

20Gbps DL
4ms Latency 

Transport to internet / 
roaming partners

Evolving 5G Networks 
5G
Public Cloud

5G 
Telco DC

Mobile Broadband

1-10 Mbps DL
1ms Latency 

Higher throughput, 
lower latency, sliced 
network to cater for 
multiple use cases

Disaggregated & 
Decomposed RAN & 
Packet Core 

Virtualized 5GC 
network functions 
deployable at public 
cloud / on-premises
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Security Evolution  - Simplified 

6BRKSEC-2237

4G Radio 
Node

Initial messages with 
unique subscriber id info 
are sent in clear text !

Initial messages with unique 
subscriber id info are now 
encrypted in 5G !

eNB

Single Authentication 
mechanism 
EPS-AKA - USIM

eNB

5G allows multiple Authentication 
mechanism 
• 5G-AKA - USIM
• EAP-AKA’ - USIM
• EAP-TLS – USIM / Non-USIM

5G Radio 
Node

4G Networks

5G Networks

Your home 
network 

Network when 
you are roaming

Multiple protocols (Diameter, 
GTP, SS7) with many known 
vulnerabilities !!

Your home 
network 

Network when 
you are roaming

APIs are used in 5G with a defined 
network function called Secure edge 
Protection Proxy (SEPP)  
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Security evolution - detailed 

eNB

IMSI

gNB

SUCI

4G

5G

Reference: 3GPP TS 33.501
http://www.3gpp.org/ftp/specs/archive/33_series/33.501/  

Subscriber Security Roaming & Interconnect

5G Authentication mechanism for 
user equipment:
• 5G-AKA - USIM
• EAP-AKA’ - USIM
• EAP-TLS – USIM / Non-USIM

4G Authentication mechanism for 
user equipment:
• EPS-AKA - USIM

BRKSEC-2237

IMSI: International Mobile Subscriber Identity
SUPI: Subscription Permanent Identifier
SUCI: Subscription Concealed Identifier
VPLMN: Visited Public Land Mobile Network
HPLMN: Home Public Land Mobile Network
IPX: Internetwork Packet Exchange

SUPI

Reference Slide
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Key Challenges in 5G 

8

IoT & M2M 

5G components can be deployed on-premises 
and in the cloud, this breaks the concept of 
perimeter-based deployments. We didn’t have 
to worry about this is 4G

Perimeter less deployments

Virtualized 5G components use open-
source programs which introduce 
vulnerabilities. We didn’t have to worry 
about his in 4G.

Polyglot architecture

BRKSEC-2237

Weak inbuilt security 
in IoT devices, peer 
to peer attacks, V2X 
use cases  
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Threats in evolving architectures 

9

Device Threats

Malware
Bots DDoS
Firmware Hacks
Device Tampering
Sensor Susceptibility
TFTP MitM attacks 

Air Interface Threats

MitM attack
Jamming

RAN Threats

Rogue Nodes
Insecure S1, X2
Insecure Xx, Xn

MEC & Backhaul Threats

DDoS attacks
LI Vulnerabilities
Insecure Sx
Insecure N6
MEC Backhaul sniff
Side Channel attacks
NFVi Vulnerabilities

SGi / N6 & External Roaming 
Threats

IoT Core integration 
VAS  integration
App server vulnerabilities
Application vulnerabilities
API vulnerabilities

5G Packet Core & OAM Threats

Virtualisation
LI Vulnerabilities
Improper Access Control
Network Slice security
API vulnerabilities
NEF vulnerabilities
Roaming Partner 
DDoS & DoS attacks
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Public Network

Securing Transport in 5G Hybrid MEC  

10

On-premises 
MEC

Public cloud MEC

Public Network Centralized
5GCgNB

TLS & 
API GW

Secure API 
& 

Non-API 
interfaces

API GW

TLS

SecGW

NEF

MEC 
Appln

IPsec 
using 
SecGW

SMF

UPF

N4 API

SecGW

Secure traffic over 
public network

Secure traffic over 
public network

UPFgNB / CU

N2,N3
SMF

N4

UPF
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All vendor (L2 / L3) Netflow / hypervisor 
metadata / container telemetry / syslogs

Cisco Stealthwatch Deployment illustration

E2E monitoring for multi-vendor 5G networks 

(actual design for a customer)
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5G Telco cloud Analytics - edge and central DC
(actual design for a customer) 

WAN

Central DCEdge DCFar Edge DCCell Sites

Midhaul BackhaulFronthaul

Off-Prem

ACI Network

Nexus 93xx

NDB Network

NDB controller

Border
Leaf

Network
Leaf

Management
Leaf

Border
Leaf

Network
Leaf

Management
Leaf

Border
Leaf

Network
Leaf

Management
Leaf

APIC REST APIOptical TAP / SPAN

Network Telemetry /  
Container Telemetry /  
Hypervisor metadata

Stealthwatch

Network Telemetry
(Edge + Central DC)

Cloud Telemetry

NDB = Nexus Data Broker

Nexus Data Broker: 
https://www.cisco.com/c/en/us/products/cloud- systems-
management/nexus- data- broker/index.html
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Secure 5G MEC service chaining
Real network deployment example

Phil Hyde, CTO and Evangelist, Accordant  



GET TO KNOW US

Phi l  Hyde – CTO,  Cyber  Secur i ty  Pract ice  Lead and Mentor  at  Accordant Solut ions

8  Y ea r s  in  C y b e r  Se c u r i t y ,  s p ec i a l i s i n g  in  Ser v i c e  P r o v id e r ,  T e lc o  a n d  D ef en c e :

• Fo rm e r  P r o - W r es t l e r
• N et w o r k  a n d  C l o u d  F i r ew a l l  &  I D P S
• N et F l o w  An a l y t i c s
• C l o u d  Se c u r i t y  I n t e rn e t  Ga t ew a y
• Se c u r i t y  L o g  D a sh b o a rd i n g

Accordant Solut ions  – Harmony In  Change

U K - b a se d  T ec h n o l o g y  So l u t i o n s  C o m p a n y ,  h e l p i n g  p e o p l e  g l o b a l l y  i m p r o v e  s o c ia l  v a l u e  t o  t h e i r  O r ga n i s a t i o n ,  
C y b er  S ec u r i t y ,  C u s t o m e rs ,  E m p l o y e e s  a n d  P la n e t .

P eo p le
I m p r o v e  c u st o m er  l o y a l t y  a n d  
ex p er i e n c e
P r o t e c t  s t a f f  a n d  t h e i r  f a m i l i es

P r o s p er i t y
I n c r ea s e  p er f o r m a n c e
P r o t e c t  c o m p a n y  v a l u e
P r o t e c t  a s se t s  

P l a n e t
R e d u c e  en v i r o n m e n t a l  i m p a c t
t h r o u g h  d i g i t a l  t r a n sf o r m a t io n
a n d  p r o d u c t  s e l ec t i o n

P h i l . h y d e@ a c c o r d a n t s o l u t i o n s . c o . u k



THE REQUIREMENT FOR 5G MEC SECURITY 

TELCO FLAGSHIP SERVICE GOING L IVE – THE NEED FOR SECURITY

• M o v e c o n t e n t  c l o s er  t o  t h e  s u b s c r i b e r ;  5 G  b e c o m in g  so le - I n t e r n e t  s e r v i c e ;  re d u c e  t h e  t i m e  f o r  c o n t en t  d e l i v e r y ;  t h i s  d o e s  n o t r e d u c e  
t h e  f o c u s  o n  a v a i l a b i l i t y

• O p er a t i o n a l  C o n c er n s  w i t h  in l i n e  Se c u r i t y  d e v i c e s  - l a t e n c y ,  u s er  e xp e r i e n c e  a n d  s c a l a b i l i t y ;  a c t i v e / a c t i v e  t ra f f i c

• P a r en t  C o m p a n y  Sec u r i t y  R eq u i r e m e n t s  – L 2 - L 7  a p p l i c a t io n  c o n t r o l ,  T h re a t  I n t e l l i g e n c e  b l o c k i n g ,  

P r o s p er i t y
I n c r ea s e  c u st o m er  a n d  c o m p a n y  v a lu e  
t h r o u g h  a v a i l a b i l i t y  a n d  s e c u r i t y  o f  
s er v i c e s

G lo b a l  Se c u r i t y  Su s t a i n a b i l i t y
A l i gn  w i t h  g lo b a l  s ec u r i t y  su s t a i n a b i l i t y ;  S ec u r i t y  

T o o l s  t h a t  a r e  c e n t r a l l y  m a n a ge d  a n d  g o v e rn e d

P eo p le
I m p r o v e  a c c e ss  t o  se rv ic es  a n d  re s i l i e n c e  t o  

i m p ro v e  c u s t o m e r  e x p er i e n c e



MEET THE SOLUTION – HIGH LEVEL
CISCO NEXUS INTELLIGENT TRAFFIC  DIRECTOR PACKET  BROKER

• U s es  N ex u s  9 3 0 0  Sw i t c h i n g  P o r t f o l io  

• D e p lo y e d  a t  L a y er  2  – s im p l e  i n t eg r a t i o n  

• Al l o w s  t h e  in t eg ra t i o n  o f  Sec u r i t y  T o o l i n g  w i t h  lo g i c a l  a t t a c h m en t  

• Su p p o rt s  Ac t i v e/ A c t i v e  f o r  l o a d  b a l a n c in g  a n d  h i gh - a v a i l a b i l i t y  o f  w e b  c o n t e n t  

• C o n t r o l  w h i c h  t r a f f i c  i s  s en t  f o r  S e c u r i t y  I n sp e c t io n  o n  L 2 - 4  

• F l ex i b l e  H ea l t h  P ro b es  t o  d et ec t  d e v i c e  f a i lu r e  a n d  a l lo w  t h e  t r a f f i c  a n d  s e c u r i t y  t o  c o n t i n u e  

• N o  Ad d e d  L a t en c y  

GiLAN Nexus ITD

FTD

Nexus ITD MEC
Environment

FTD

Nexus 
ITD / ACI

Internet

5G MEC5G RAN

Nexus for LB & 
service chaining 

Cisco 
Firepower 

NGFW

Nexus 
ITD / ACI



SOLUTION DEEP DIVE – LOW LEVEL

RAN

H O W  I T  W O R K S

Cisco Nexus 
ITD 9300

Cisco Nexus 
ITD

9300

GiLAN
MEC

Environment

Cisco NGFW Cisco NGFW

vLAN 100 vLAN 200
Each device data interface configured on 
separate vLANs for In and Out traffic; on 

ITD

Traffic sent to NGFW controlled by Access 
Control Lists

IP SLA
Health Probes based on ICMP; sent to 

dummy IP addresses mapped to NGFWs; 
on ITD

Track interface for reachability

Each NGFW created as itd device-group 
based on nodes; mapped by IP address

NGFW Fail-over based on node per-bucket 
– least utilised other FTD

Traffic load balanced towards from client to 
NGFW based on Destination IP.

Reply traffic load balanced based on Source 
IP.

(Sticky Traffic)

Internet



CONCLUSION

• C r ea t es  a  B a l a n ce d  S e c u r i t y  a n d  C o n n e ct i v i t y

• T h e  N ex u s  I T D  s o l u t i o n  a l l o w s  t h e  c u s t o m er ’ s  n et w o r k  t ea m  t o  s p ec i f y  w h ic h  t ra f f i c  i s  s en t  t o  t h e  N GF W

• S i m p l e  in t eg ra t i o n  a n d  s u p p o r t s  s t i c k y  t r a f f i c

T H E  FU T U R E

• Se rv ic e  c h a i n  m u l t i p l e  s ec u r i t y  d e v i c e s  t o g et h e r  – S SL  O f f l o a d  - >  I P S  - >  W AF;  a l l  a g g re ga t e d  f r o m  t h e  N ex u s  I T D

• C o n n ec t  p a ss i v e  m o n i t o r i n g  t o o l s  f o r  en h a n c ed  v i s i b i l i t y  – su c h  a s  N e t F l o w

• Su p p o rt  f o r  n o n - C i sc o  d ev ic es ;  i n t e gr a t e  t o o l s et s  f ro m  m a j o r  v e n d o r s
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Air Interface
Threats

RAN Threats Backhaul / Remote DC 
Threats

SGi / N6 & External Roaming 
Threats

5G Packet Core & OAM Threats
Device Threats

Segmentation & Isolation Layer

NGFW & DDoS protection Layer

Enhanced Visibility & Threat detection Layer

DNS Protection Layer

Application Protection & Policy enforcement

Advanced Malware Protection Layer

Stealthwatch

Umbrella

Tetration, Radware

Firepower, Radware

ISE, Duo

AMP

End to End Threat Mitigation in 5G & Evolving Networks  
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Interesting reads on 5G security..

EU coordinated risk assessment of 5G networks security: 
https://ec.europa.eu/commission/presscorner/detail/en/ip_19_6049

5G security blog: https://blogs.cisco.com/sp/5g_secure

Zero Trust 5GC security: https://www.cisco.com/c/en/us/solutions/collateral/service-
provider/service-provider-security-solutions/white-paper-c11-742166.pdf

Innovation in 5G security: 
https://www.cisco.com/c/dam/en/us/solutions/collateral/service-provider/service-
provider-security-solutions/5g-security-innovation-with-cisco-wp.pdf
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What did I just learn ?

21

• Different models of deployment will require different security 
controls

• Integrate full visibility, segmentation and vulnerability detection in all 
your 5GC workloads  

• E2E security of 5G will require multiple layers security controls apart 
from built-in 3GPP specified security controls 




