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New times challenges

Intent Based
Networking

Cisco SDWAN and
SASE

Cisco SDA and DNA
Assurance and
Automation

Cisco Catalyst 8k and 9k




and users are everywher

El Office 365




The new IT landscape

Traditional network

operations are too
expensive for today’s Network
complex networks. complexity

Digital
Networking trends are disruption
creating immense
challenges for IT.

Cloud
migration

Business
innovation

Network architecture
needs updating to
support a multicloud
world.

IT teams can become
centers of innovation for
new business-relevant
technologies.




of technologists believe their
response to the pandemic has
created

Source: Cisco AppDynamics, “Agents of Transformation 2021”




Network changes
performed manually

of OpEx spent on
changes and
troubleshooting

of policy violations are
due to human error

Pace of change exceeds human scale
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User Environmental IT/OT
Experience Convergence

=

IT Operations at Scale
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Resiliency and Security Intelligence and
high availability and visibility data analytics
Optimal performance and Zero downtime Transport Security and Segmentation Open Interfaces
Highly available and redundant design Application Visibility Telemetry and analytics
Protocols High Availability Trusted Solutions Data Analysis

Open standards solutions, value of investment, operational efficiency
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Users and things

Business

Security

Campus and
branches
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Data
centers

Comprehensive

automation
Analytics and
assurance

Consistent
security
Multicloud
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' Cisco - )
Cisco
’ﬁ‘ [:} SD-Access SDAVAN Cloud edge
Things

Common policy and comprehensive security

um- Data Center
» Cisco ACI
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Public Cloud
Cisco ACI
Anywhere

Saa$S Applications
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Perimeter security
appliances to protect
network
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Secure SD-WAN is now business critical




Cisco SD-WAN

On-premise | Cloud | Multi-tenant

Any Dep|°yment Management Automation | Network Insights | Machine Learning | Al
and Analytics Open | Programmable | Scalable

: YR Muticloud Multi-Layer SaaS . :
Any Service Optimization Security ag%rg'z\?\;"g; ¥olae ANERCE
A epex

e ol o o A o

Any Location !!! Branch @ Colocation e Remote Work




Predictable app experience

1] Office 365
s Dropbox
Support for evolving business Secure segmentation across entire Intent-based networking
application strategy network stack with multi-domain policy
Cloud OnRamp for laa$S, SaaS Full edge security stack from Proven deployments to over
and Colocation branch to cloud and colocations 10,000+ sites

One user interface for Security and SD-WAN across branch, cloud, and co-location 16




Orchestration Plane
Cisco vBond

vManage

Control Plane
Cisco vSmart

£ Data Plane
N Physical/Virtual

Cisco vEdge/cEdge

Management Plane
Cisco vManage
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SaaS
- Data Center Flexibility in path selection

Virtualize traffic service chains to
dynamically change, add, remove routes
to DC and cloud services

~

] Office 365

Reduced latency

Increased bandwidth, with
direct physical connection &
avoiding backhaul

Optimize Connectivity

Manage different connections, via
Internet or multiple circuits within same
Provider backbone — based on
performance and traffic requirements
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Regional
Data Center
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—® 4 ~Data Center

Can use one or more local DIA exits or
backhaul traffic to the regional hub through
the SD-WAN fabric and exit to Internet from

there
- Per-VPN behavior enforcement

VPN default route for all traffic DIA or data
policy for selective traffic DIA

Network Address Translation (NAT) on the
vEdge/cEdge router only allows response

traffic back
- Any unsolicited Internet traffic will be blocked
by IP table filters

For performance-based routing toward SaaS
applications use Cloud onRamp




Up to 40% faster
Branch/Campus Offlce 365
o Performance

Data Center

=== Corporate

Software Users

~SD-WAN Fabric

"-.‘ Colocation Cisco Cloud Security
. -« Provider SD-WAN Provider

Increased reliability and utilization of best path for Saa$S applications




VPC VPC
VPC

VPC VPC

vPC

* Cisco WAN Edges deployed in a

Transit Hub, acting as virtual @ ‘o =l
aggregation routers e

* Partial extension of SD-WAN y
Y ERET:

@ Fabri @
i abric o
Branc'h—ﬁﬁ * Automated deployment process Branc'h—ﬁﬁ

with vManage

Internet connection Connect to laaS cloud

vManage

to laaS cloud via co-location




Internet
laaS/SaaS

External
NO SECURITY
* Exposure to malware & phishing due to

direct internet and cloud access

* Data breaches

Data Center Branch/Campus

* Guest access liability

=== Corporate
Software

Users e Internal

» Untrusted access (malicious insider)
@ E * Compliance (PCI, HIPPA, GDPR)

ALI¥ND3S ON/2ISVE

~ SD-WAN Fabric * Lateral movements (breach

@ WAN Edge Device Existing Security Stack in DMZ

propagation)




Cloud-delivered
firewall

Secure Web
Gateway

Cloud-delivered security
(SWG)

. broker (CAS

DNS-layer ‘
security ‘

Interactive Threat
Intel

< <

Cisco SD-WAN + Umbrella

“SASE combines network security
functions (such as SWG, CASB, FWaa$S
and ZTNA*), with WAN capabilities (i.e.,
SDWAN) to support the dynamic secure
access needs of organizations. These
capabilities are delivered primarily aaS
and based upon the identity of the
entity, real time context and
security/compliance policies.” —Andrew

Lerner,

* ZTNA = Zero Trust Network Access




Cisco SD-WAN Security & SASE Solution

Consistent across on-prem and cloud

©

Umbrella Cloud Security
DNS Security/Cloud FW with Cisco Umbrella




Enterprise Virtual Branch Office / SD-Branch

Enterprise Data
Center
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laasS - Cloud DC £, On-premDC @

Software Clients

RA user traffic
""" ¥ SD-WAN overlay traffic

""" P SASE, Saas, etc. traffic

laa$ - Cloud DC L. On-prem DC 2 (FES

L g 1SE

S 2
IPsec/SSL R\ N —_-
; i
\
VPN \ Inter:‘\ st

- €5
’
[ | [ | g :
SOHO Software Clients




ANALYZE
THE

‘ | 58%

Lower five-year cost of ) Faster to implement policy/ ,l Less unplanned
sl WAN operations - configuration changes downtime

Full IDC report available on www.cisco.com/go/sdwan







Cisco Software-Defined Access (SD-Access)

The foundation for Cisco’s intent-based network

Cisco DNA Center

@ Qe Q I ﬁ ~ Deep visibility
o5 4 Vo) o . . . .
Policy ~ Automation Assurance i |dentify and group endpoints. Map their interactions
and define access policies

Group-based policy and segmentation

Enforce group-based access policies and secure
network through segmentation

Policy consistency throughout

SD-Access [ Use Cisco’s multidomain architecture for consistent
i Client bilit q . .

y - ___T:'_T_o__'lj__> access and security policies throughout the

enterprise

Policy follows user
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Group 3 Group -

Drag policy
to apply

— » C— .
Applications Seamless Roaming  Policy stays
roaming is Layer 2 with user
Warehouses and  Roadways Connected Qutdoor
lighting spaces

SD-Access segments the Enforces the policy Extends secure access
network and securely consistently over wired policies
onboards client devices and wireless networks to loT devices




Shared
Services

Application
Servers

Enforcement _= DC Switch
- or Firewall

E Enterprise
¥ Backbone

S

Campus Switch SGA(

OO0

Non-Compliant Employee Voice Voice

VLAN A

Campus Switch

Employee Supplier

VLAN B

Destination
App Servers

Employee
Suppliers

App Servers
Shared Services

Non-Compliant

Non-Compliant

@ Employee Tag

@ Supplier Tag

@ Non-Compliant Tag

Before SD-Access

- VLAN and IP address
based
Create IP
based ACLs for
access policy
Deal with policy
violations and errors
manually

\ Drag policy

e | to apply

After SD-Access

+ No VLAN or subnet
dependency for
segmentation and
access control

- Define one consistent
policy

« Policy follows Identity
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Guest Virtual Network




Cisco DNA Center

Physical and virtual infrastructure

= © B @ =

Cisco and third party

Automation and workflows simplify building
and maintaining large scale networks. Al/MR
streamlines and simplifies complex tasks

Al/ML and insights to ensure the health, performance
and reliability of applications
and infrastructures

Al/ML and DPI Identify and classify endpoints, enforce
security policies and mitigate threats
for a complete workplace zero trust solution

Mature APls, SDKs, and closed-loop integrations,
untangle the complexities of interconnecting third
party systems




Cisco DNA Assurance

From network data to business insights

Traceroute
Syslog  Netflow
AAA Router DHCP

Telne Wireless ¢y Visibility:
DNS Complex Metadata Clients Baseline
o IPSLA Ping el extraction .\,
M N

Appb . Insight:
CMX ﬁ ;

Stream Al/ML Application Network Action:
Processing techniques

) () (3
<

Everything as a sensor

Over 150 Actionable insights
Client | Applications | Wireless | Switching | Routing 33




Cisco DNA Automation

Delivers essential capabilities to automate network deployment and management

Visibility Intent Deploy Manage Extend

Discovery, inventory,

. ici i i Provision ftware im Assuran ri
single pane of glass Policies, configurations ovision, Software image ssurance, security,

plug-and-play management, changes, third-party applications
compliance




~8000

Anomalies using
common

Issues generated S
for 11 customers models

over 3-month period

Traditional NMS
Cisco DNA Assurance

. Cisco DNA Assurance with Cisco Al Network Analytics

1192

Issues detected
using correlate
analytics

/5%

Reduction
in Alerts

Fewer issues = less troubleshooting

Relevant issues = big events first




Upgrade to SD-Access ready Add DNA Center, providing SDA / SDWAN
Infrastructure (wired and wireless) DNA Assurance and

Value & Automation

Benefits




Cisco DNA is intent-based networking for the campus,
branch, and SD-WAN

Lets you focus on business innovation rather than the network

v

Assure
performance

67% 90%

provisioning reduction in time for
time savings issue detection and
resolution
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Network edge
ThousandEyes
Enterprise Agent

Umbrella tunnel

SD-WAN mesh

v
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CISCO SASE B
SECURITY AS A SERVICE

[y

DNS security Secure web L7
gateway firewall

Cloud access
security broker
(CASB)
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Adaptive MFA Device posture Behavior
and health analytics

|

Continuous
verification

SD-WAN

o SR o

Analytics / Middle-mile Telemetry
automation efficiency

SaaS Integrated multi-
optimization cloud access

V2

Application
SLA
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ThousandEyes
Cloud Agent

Internet
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S¢asS

aw57 A\ Azure

Google Cloud

Private/
public cloud




Location intelligence applied to your business

— Gary | Workspace Services Team

. GET BACK TO

BUSINESS

— Jason | Global Strategy Head WITH

Cieco

DNA Spaces
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— Mary | Chief Customer Office

— Sarah | Nursing Director




Access points

WebEx
boards

Meraki MV

Connector

——
Devices

Wi-Fi

Room Occupancy
& Finder

Open Roaming

Video Camera
Analytics




vV ‘l
+ Insights into employee and visitor behavior to
measure workspace utilization, understand

patterns
Understand how conditions in the office and
events impact employee behavior

- Trigger notifications, alerts and business
workflows based on behavior of people and
things
Track and locate assets and monitor asset
telemetry

Digitization Stats

Current Occupancy Maximum Safe Occupancy

825 visitors 1000 visitors
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Cisco Catalyst 8k Routing Portfolio

Refreshed from Branch to Cloud

Catalyst
8500 Series

Catalyst
Catalyst 8000V T, iy 8500L Series
SRIOV \ ) o *Up to 8G
L ) 8300 Series
Hypervisor/Cloud Catalyst *Up to 5G
Catalyst 8200 Series Catalyst
Catalyst 8200L Series *Up 10 1G pe = 8000
8200 uCPE Series *Up to 500M k
*Up to 500M Edge

Platforms

S LT

ENCS 5100 Series ISR4321 ISR4300 ISR4400 ASR1001-X ASR1001-HX
CSR1000v ISR4221 Series Series ASR1002-X ASR1002-HX

*Perf. Numbers are Agg. IPsec IMIX




Converged

(ON)
10S® XE

Converged
ASIC

Catalyst 9500 ~KVM 23 s

iy Frr =l Catalyst 9500H aws 1)
i e i
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vwel Catalyst 9300 Fiber
Catalyst 9300, Catalyst 9400, Catalyst 9200 Catalyst 9800

Foundation of intent-based networking







