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Overview 
Security is shifting and converging in the cloud. You may hear different names for this trend such as secure 

internet gateway (SIG), edge security, Secure Access Service Edge (SASE), and more. It can get confusing. 

Regardless of what you call it, it denotes: multiple security functions integrated in one cloud service; flexibility to 

deploy security services how and where you choose; ability to secure direct-to-internet access, cloud app 

usage and roaming users; plus, no appliances to deploy. 

Cisco Umbrella is a cloud-delivered security service that brings together essential functions that you can adopt 

incrementally, at your pace. Umbrella unifies secure web gateway, DNS security, cloud-delivered firewall, cloud 

access security broker functionality, and threat intelligence. Deep inspection and control ensures compliance 

with acceptable-use web policies and protects against internet threats. Accelerated threat detection/response 

and centralized management makes it ideal for decentralized networks. 

 

Cisco Umbrella SIG Overview 
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The key to SAFE organizes the complexity of holistic security into PINs and Security Domains 

The Internet edge is the highest-risk PIN because it is the primary ingress for public traffic and the primary 

egress point to the Internet. Simultaneously, it is a critical resource that businesses need in today's Internet-

based economy. SAFE matches up defensive capabilities against the categories of threats today. SAFE 

simplifies security by starting with business flows, then addressing their respective threats with corresponding 

security capabilities, architectures, and designs. SAFE provides guidance that is holistic and understandable. 
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Umbrella Design Guide location  

More information about how Cisco SAFE simplifies security, along with this and other Cisco Validated Designs 

(CVD), can be found here: www.cisco.com/go/safe. 

https://www.cisco.com/go/safe


https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise/design-zone-security/safe-overview-guide.pdf


 

© 2021 Cisco and/or its affiliates. All rights reserved. Page 13 of 120 

SIG Attack surfaces 

 

Required security capabilities for SIG Business Flows 

Umbrella Integrations  

 

Umbrella Integrations 

Umbrella, while providing multiple levels of defense against Internet-based threats, is the center piece of a 

larger architecture for Internet security. This section will explore the integrations that occur with other products 

in the Cisco portfolio and the role each plays in securing the business flows.  
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Cisco AMP with Threat Grid sandboxing 

Umbrella's File Analysis features File Inspection and Threat Grid Malware Analysis - enabled through the DNS 

and Web policy wizards - inspect files for malicious content. To Umbrella, a risky domain is one that might 

potentially pose a threat because little or no information is known about it. It is a domain that is neither trusted 

or known to be malicious. Files can be encountered by Umbrella through an explicit download, such as when a 

user clicks a link in an email, or through a behind-the-scenes 'drive-by' download scenario. Once inspected, 

Umbrella allows "good" files through and blocks the downloading of malicious files. When a malicious file is 

detected, Umbrella's block page is returned. 

At any time you can review Umbrella's inspection activities through the Security Activity and Activity Search 

reports. 

Umbrella uses an AMP SHA hash lookup to scan for malicious files. AMP is built on an extensive collection of 

real-time threat intelligence and dynamic malware analytics supplied by the Talos Security Intelligence and 

Research Group, and Threat Grid intelligence feeds. The Cisco AMP engine does not do real-time sandboxing, 

instead, the Cisco AMP integration blocks files with a known bad reputation based on the checksum or hash of 

the file. The AMP checksum database is comprised of lookup and data from all AMP customers and is a 

dynamic global community resource shared between customers utilizing the technology. For more information 

about AMP, see Advanced Malware Protection (AMP). 

https://docs.umbrella.com/umbrella-user-guide/docs/manage-file-analysis
https://docs.umbrella.com/umbrella-user-guide/docs/security-activity-report
https://docs.umbrella.com/umbrella-user-guide/docs/activity-search-report
https://www.cisco.com/c/en/us/products/security/advanced-malware-protection/index.html
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Cisco DUO Integration 

 

Cisco DUO Integration 

Umbrella is not an open proxy, and therefore must trust the source forwarding web traffic to it. This can be 

accomplished by assigning either a network or tunnel identity to a web policy. Policies created in this fashion 

apply broadly to any web traffic originating from the network or tunnel. However, to create more granular 

policies for users or groups, Security Assertion Markup Language (SAML) should be implemented or 

AnyConnect installed on the devices. 

Identities obtained from SAML can be matched to users and groups which have have been provisioned by 

manually importing a CSV file from Active Directory, or automatically by using Active Directory-based 

provisioning with the Umbrella AD Connector. 

Duo Access Gateway acts as an IdP, authenticating your users using existing on-premises or cloud-based 

directory credentials and prompting for two-factor authentication before permitting access to your service 

provider application. 

Design Introduction  
Headquarters (HQ)  

A HQ location is typically a complex network, with high-speed internet links and high availability requirements. 

In Umbrella, each tunnel is limited to approximately 250mbps per direction. To achieve higher throughput, you 

will need to establish multiple tunnels. To use multiple tunnels to the best advantage, some means of dividing 

traffic among tunnels is recommended. These include load sharing with ECMP (Equal-cost multi-path routing) 

or assigning traffic through policy-based routing. For basic information about ECMP, refer to RFC 2991.  

https://docs.umbrella.com/umbrella-user-guide/docs/add-a-web-policy-1
https://tools.ietf.org/html/rfc2991
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HQ network diagram 

As the HQ typically contains a larger number of users, SAML integration can be implemented in order to create 

more granular policies for specific AD users or groups (employees vs. contracter for example). AD users and 

groups can be provisioned by automatically by using Active Directory-based provisioning with the Umbrella AD 

Connector. For large networks, having more granular control across specific user groups can be important.  

Branch 

The Branch is a smaller location with some local network resources that might include local servers and fewer 

employees. The Branch will consist of:  









https://docs.umbrella.com/umbrella-user-guide/docs/manage-umbrellas-pac-file
https://docs.umbrella.com/umbrella-user-guide/docs/configure-your-saml-idp
https://docs.umbrella.com/umbrella-user-guide/docs/configure-your-saml-idp
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Step 2.  Navigate to Admin > API Keys on Umbrella dashboard and click on Add to generate token for 
Umbrella Network Devices. Copy the token once it is generated. 

Step 3.  Login to the Guest network gateway router (ISR4K- acts as DNS Forwarder for Guest network 
segment). Follow the Umbrella documentation to add the Umbrella DNS Connector 
configuration. 

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_umbrbran/configuration/xe-16/sec-data-umbrella-branch-xe-16-book/sec-data-umbrella-bran.html#id_30389
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Procedure 3 Set up SAML Integration with ADFS 

Step 1.  Log in to the domain controller and go to Manage > Add roles and features from Server 
Manager Dashboard. 

 

Step 2.  Follow the Add Roles and Features wizard. Select the Installation type as Role-based or 
Feature-based installation, then click Next. 
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Step 3.  On the Select destination server page, click Select a server from the server pool and click 
Next. 

 

Step 4.  On the Select server roles page, select Active Directory Federation Services and click Next 
and then Install to begin installation. 
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Step 5.  The wizard displays the installation progress. Once the installation is completed, click on 
Configure the federation service on this server to do the initial configuration for ADFS. 

 

Step 6.  A new wizard with Welcome page will pop up, select Create the first federation server in a 
federation server farm and click Next. 
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Step 9.  On the Specify Service Account page, select Use an existing domain user account or group 
Managed Service Account and click Next. 
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Step 10.  On the Specify Configuration Database page, select Create a database on this server using 
Windows Internal Database and click Next to Review options. 

 

Step 11.  Click Next On the Review options page. 
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Step 12.  On the Pre-requisite Checks page, verify that all prerequisite checks were successfully 
completed and click Configure. 

 

Step 13.  Once the ADFS service is configured successfully, click on Close. 
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Step 14.  Log in to the Umbrella dashboard and navigate to Deployments > Configuration > SAML 
Configuration and click Add. Select ADFS and click Next. 

 

Step 15.  Download the Umbrella Metadata file. Select XML File Upload and click on Next. 
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Step 16.  Switch back to the ADFS server and launch the ADFS management console. In the ADFS 
Management window, right-click Relying Party Trusts to add a relying party trust. On the 
Welcome page on Add Relying Party Trust Wizard, leave the Claims aware option selected 
and click on Start. 

 

Step 17.  In Select Data Source page, choose Import data about the relying party from a file. Browse 
the Umbrella Metadata file downloaded in Step 15 and click Next. 

 

Step 18.  Add a meaningful Display name and Notes for Umbrella and click on Next. 



 

© 2021 Cisco and/or its affiliates. All rights reserved. Page 34 of 120 

 

Step 19.  Select Permit Everyone policy on the Choose Access Control Policy page and click Next. 
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Step 20.   On the Ready to Add Trust page click Next.  

 

Step 21.  The replying party trust is added at this point. Click on Close, this will automatically launch Add 
Transform Claim Rule wizard. 
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Step 28.  At this point, ADFS SAML integration is fully complete. Click on TEST CONFIGURATION to 
validate the integration. 

 

Step 29.  Enter the AD credentials when prompted (employee email address and password) and click on 
Sign in. A successful login confirms proper SAML integration with Umbrella. 
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Procedure 4. Install AD connector to auto provision users and groups 

Step 1.  Logon to the Active Directory server and create a new user account on the AD domain. Set the 
sAMAccountName to OpenDNS_Connector and select Password never expires. Make this 
new user a member of AD group- Enterprise Read-only Domain Controllers. 

 

Step 2.  Switch back to Umbrella dashboard, navigate to Deployments > Configuration > Sites and 
Active Directory and click Download. Click DOWNLOAD for Windows Configuration script 
for Domain Controller and Windows Service (Active Directory Connector). 

 

Note:   The connector service does not have to be installed on a domain controller. It can be installed on 

any Windows server that is a member of the domain. For this deployment, we installed it on the HQ domain 

controller. 
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Step 3.  Login to the domain controller and as an admin user, open an elevated command prompt. From 
the command prompt, enter: cscript <filename> --forcenonva true where <filename> is the 
name of the configuration script you downloaded and copied in Step 2. 

 

Step 4.  Extract the contents of the ZIP file (OpenDNS-Windows-Service.zip) you downloaded in Step 
2. Navigate to the extracted folder to run Setup.msi. Umbrella Connector setup wizard is 
launched, click on Next to start the installation. 
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Step 5.  Select an install location and then click on Next.  

 

Step 6.  Enter the Username of the connector user created in Step 1 (OpenDNS_Connector) and the 
Password. Click on Next.  

 

Step 7.  Click Next to continue the installation.  
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Step 8.  Click Install to begin the installation process.  

 

Step 9.  Click Finish once the installation is done.  
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Step 10.  Return to the Umbrella dashboard and navigate to Deployments > Configuration > Sites and 
Active Directory. On the Sites and Active Directory page, we see the hostname of the domain 
controller on which the script was run and the connector was installed. 

 

Step 11.  Navigate to Deployments > Core Identities > Web Users and Groups and click Users 
Provisioning. Select AD Based Provisioning and click Save. The SAML Users and Groups 
section appears with the provisioned objects. SAML User and SAML Group identities can be 
applied to the Web policies now.  

Note:   SAML needs to be enabled in the Web policies for activating end user authentication. Refer to the 

Web Policies section of this document below for more details on enabling SAML authentication. 
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Procedure 5. Installing Umbrella root CA certificates 

Step 1.  In Umbrella, navigate to Deployments > Configuration > Root Certificate. Download the Cisco 
Umbrella root certificate.  

Note:   You can also add your own CA certificate instead of the Umbrella root CA certificate. Refer to 

Umbrella documentation for detailed steps. 

 

Step 2.  Log in to the domain controller and go to Group Policy Management Console. Select 
organization level Group Policy Object and right click on it to select Edit option. The Group 
Policy Management Editor is displayed. 

Note:   This method of Group Policy based CA certificate push to end users would only work for domain 

users. For non-domain users and devices, a manual certificate installation might be required. Refer to the 

Umbrella documentation for detailed information on various methods for CA certificate installation. 

https://docs.umbrella.com/umbrella-user-guide/docs/add-customer-ca-signed-root-certificate
https://docs.umbrella.com/umbrella-user-guide/docs/install-the-cisco-umbrella-root-certificate#manually-install-the-cisco-umbrella-root-certificate-single-computer
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Step 3.  In the configuration options on sidebar, navigate to Computer Configuration > Policies > 
Windows Settings > Security Settings > Public Key Policies, right-click on Trusted Root 
Certification Authorities, and select Import. Follow the certificate import wizard to import and 
install the Umbrella root CA certificate in Trusted Root Certification Authorities store. 

 

Procedure 6. Set up the PAC file redirection for Employee network 

Step 1.  Navigate to Deployments > Configuration > Domain Management and click on Add. Add the 
FQDN for ADFS server (Identity Provider) under Domain and a Description for the domain. Use 
the SAML identity provider FQDN used in Procedure 3-Step 5. 
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Note:   Umbrella copies internal domains configured in the Umbrella dashboard to the PAC file so that 

these internal domains are not sent to the proxy. We need this step to exempt traffic destined to ADFS 

server (SAML Identity provider) from being forwarded to the Umbrella SWG. This is required to avoid any 

redirect loop during SAML authentication. 

Step 2.  In Umbrella, navigate to Policies > Management > Web Policies. Expand Advanced Settings 
under Default Web Policy and copy the PAC file URL. 
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Step 3.  Login to the Domain Controller and go to Group Policy Management Console. Right click on 
the organizational OU for HQ employees from the panel on the left hand side and select Create 
a GPO in this domain, and Link it here. A New GPO window appears. Enter a Name for the 
new GPO policy and leave Source Starter GPO as (none). Click on OK to save new GPO policy. 

 

Step 4.  Right-click on the newly created GPO and select Edit. In the Group Policy Management Editor 
window, navigate to User Configuration > Preferences > Control Panel Settings > Internet 
Settings. Right-click on Internet Settings and select Internet Explorer 10. From the Connections 
tab, click LAN settings. Enter the PAC file URL in the Address field. Click OK. 

 

Note:   Browsers such as Microsoft Edge, Google Chrome, and Opera inherit PAC file configuration from 

Internet Explorer on Windows machines. However, Mozilla Firefox requires a separate configuration. To 

distribute a PAC file URL to Firefox browsers using GPOs, refer to the Mozilla documentation. 

Step 5.  To disable automatic configuration for the PAC file settings for end users, navigate to User 
Configuration > Policies > Administrative Templates > Windows Components > Internet 

https://support.mozilla.org/en-US/kb/customizing-firefox-using-group-policy-windows
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Explorer. From the Internet Explorer folder, double-click Disable changing Automatic 
Configuration settings. In the pop up window, select Enabled and click OK. 

 

Step 6.  On the same window, find Prevent changing proxy settings and double-click on it. In the pop 
up window, select Enabled and click OK. This will ensure that the end user is not able to 
change their proxy settings. 

 

Step 7.  Verify the end user browser proxy settings by navigating to Internet Settings > Connections 
tab and clicking on LAN settings. 
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https://docs.umbrella.com/umbrella-user-guide/docs/cisco-umbrella-data-centers
https://docs.umbrella.com/umbrella-user-guide/docs/supported-ipsec-parameters
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Cisco ISR tunnel configuration from HQ site (sanitized): 

crypto ikev2 proposal umbrella  

 encryption aes - gcm- 256  

 integrity sha256  

 group 19 20  

!  

crypto ikev2 policy umbrella  

 proposal umbrella  

match address local <INTERNET- FACING- INTERFACE- PUBLICIP>  

!  

crypto ikev2 keyring umbrella  

 peer umbrella  

  address <UMBRELLA- DC- IP>  

  pre - shared - key <PASSPHRASE> 

!  

crypto ikev2 profile umbrella  

match identity remote addres s 146.112.64.0 255.255.192.0  

 identity local email <TUNNEL- ID>  

 authentication remote pre - share  

 authentication local pre - share  

 keyring local umbrella  

 dpd 10 2 periodic  

!  

crypto ipsec transform - set umbrella esp - aes 256 esp - sha - hmac 

 mode tunnel  

!  

crypto ipsec profile umbrella  

 set transform - set umbrella  

 set ikev2 - profile umbrella  

!  

interface Tunnel1  

 ip unnumbered <INTERNET- FACING- INTERFACE> 

 tunnel source <INTERNET- FACING- INTERFACE> 

 tunnel mode ipsec ipv4  

 tunnel destination <UMBRELLA - DC- IP>  

 tunnel protection ipsec profile umbrella  

!  

ip access - list extended To_Umbrella  

 permit ip <LAN- SUBNET> 0.0.0.255 any  

!  

route - map umbrella - routemap permit 10  

 match ip address To_Umbrella  
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 set interface Tunnel1  

!  

interf ace <LAN- INETRFACE> 

 ip policy route - map umbrella - routemap  

!  

Step 4.  Once the configuration is completed, run the command show crypto session detail to see the 
status of the tunnel. The tunnel status will be seen as UP-ACTIVE and if there is any active 
traffic then inbound and outbound packet counters will start incrementing. 

 

Step 5.  Login to the Umbrella dashboard and navigate to Deployment > Core Identities > Network 
Tunnels, if everything is configured correctly then the Tunnel Status will be seen as Active. 

 

Branch 

Direct Internet Access (DIA) is a component of the Cisco SD-WAN architecture in which certain Internet-bound 

traffic or public cloud traffic from the branch can be routed directly to the Internet, thereby bypassing the 

latency of tunneling Internet-bound traffic to a central site.  

For lab testing purposes, a private SD-WAN environment consisting of vManage, vBond, vSmart and a single 

vEdge were used following the procedure in the Cisco SD-WAN End-to-End Deployment Guide. The resulting 

configuration for each entity can be found in Appendix B. For establishing a tunnel to Umbrella SIG with a 

device other than vEdge, see network tunnel configuration. Additionally, an example of building a manual tunnel 

with a Cisco ISR device can be found in the HQ identity section. 

The pre-requisites to this setup are: 

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/SD-WAN-End-to-End-Deployment-Guide.pdf
https://docs.umbrella.com/umbrella-user-guide/docs/tunnels


https://docs.umbrella.com/umbrella-user-guide/docs/cisco-umbrella-data-centers
https://docs.umbrella.com/umbrella-user-guide/docs/find-your-organization-id
https://docs.umbrella.com/umbrella-user-guide/docs/tunnels
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Step 1.  In the Feature tab, click edit on the VPN 0 interface template (VPN 0 needs WAN connectivity). 

 

Step 2.  Click NAT. The screen scrolls to the NAT section. 

 

Step 3.  Click the blue arrow (Default), and change to Global. Enable NAT by clicking the On radio 
button. Update the feature template. If the feature template is attached to a device, follow 
screen prompts to push updates to the devices. 
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Procedure 2. Configure SIG template 

Step 1.  In vManage, navigate to Configuration > Templates > Feature > Add Template. 

 

Step 2.  Type vEdge Cloud in the search bar and click to open the template options for vEdge. 

 

Step 3.  Under VPN, select Cisco Secure Internet Gateway (SIG). 

Step 4.  Add a meaningful name to both Template Name and Description.  
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Step 5.  Under Configuration, click Add Tunnel. 

Interface Name: ipsec1 

Source Interface: ge0/0 (for non vEdge devices, refer to documentation for interface name) 

Data-Center: Primary 

 

Step 6.  Click add. 

Step 7.  Create a backup tunnel by repeating steps 5 and 6 with the following. 

Interface Name: ipsec2 

Source Interface: ge0/0 

Data-Center: Secondary 
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Step 8.  Under High Availability, add ipsec1 as active tunnel and ipsec2 as backup tunnel. Click save. 

 

Procedure 3. Configure SIG credentials 

Step 1.  Take note of your Umbrella organization ID. For a reminder, see Find Your Organization ID. 

 

Step 2.  In Umbrella, navigate to Admin > API Keys. 

 

Step 3.  If an Umbrella Management API key already exists, take note of the key and secret value. 
NOTE: the secret will not be displayed, it must be stored somewhere when first created. 

Step 4.  If an Umbrella Management API key does not exist, click create. 

 

https://docs.umbrella.com/umbrella-user-guide/docs/find-your-organization-id
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Step 10.  Add a meaningful name to both Template Name and Description. 

 

Step 11.  Enter the Organization ID, Registration Key, and Secret generated in the beginning of this 
procedure. Click Save. 
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Procedure 4. Attach SIG feature templates to device 

Step 1.  In vManage, navigate to Configuration > Templates > Device and edit the template that 
belongs to the vEdge you wish to establish a tunnel. 

 

Step 2.  Under Transport & Management > Additional VPN 0 Templates, click Secure Internet 
Gateway. 

 

Step 3.  Click the Secure Internet Gatway drop-down menu and choose the SIG feature template that 
was created in the previous step. 
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Step 4.  Scroll down to Additional Templates, click SIG Credentials drop-down menu and choose the 
SIG credentials feature template that was created in the previous step. Click update and push 
changes to the devices. 

 

Procedure 5. Re-direct traffic through tunnel 

This procedure also applies to existing VPN configuration for data traffic that exist on the vEdge. In this 

example, an assumption has been made that no VPN templates have yet been created to handle data. 

Step 1.  In vManage, navigate to Configuration > Templates > Feature > Add Template. 

Step 2.  Under Select Devices, choose vEdge-Cloud. 

Step 3.  Under VPN, click VPN. 

 



 

© 2021 Cisco and/or its affiliates. All rights reserved. Page 63 of 120 

Step 4.  Add a meaningful name to both Template Name and Description. 

 

Step 5.  Under Basic Configuration, assign a VPN value. 1 was used for this test, but any value other 
than 0 and 512 will work. 

 

Step 6.  Ensure Primary DNS Address (IPv4) is set to Default (blue tick) as DNS redirection has already 
been setup in previous steps. 

 

Step 7.  Under Service Route, click New Service Route. 

 

Step 8.  SIG will be chosen by default. Add 0.0.0.0/0 to Prefix to route all traffic through SIG. Click Add.  

 

Step 9.  At bottom of screen, click Save. 

Step 10.  In vManage, navigate to Configuration > Templates > Feature > Add Template. 

Step 11.  Under Select Devices, choose vEdge-Cloud. 

Step 12.  Under VPN, click VPN Interface Ethernet. 
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Step 13.  Add a meaningful name to both Template Name and Description. 

 

Step 14.  Under Basic Configuration, set Shutdown to No and provide the devices Interface Name for 
data traffic. For testing purposes, ge0/2 was used on the vEdge. 

 

Step 15.  Staying under Basic Configuration, change IPv4 Address to Device Specific and change the 
variable name to vpn1_if_ipv4_address (or whatever VPN number you chose). 
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Step 16.  Click Save. 

Step 17.  In vManage, navigate to Configuration > Templates > Device and edit the vEdge template. 

 

Step 18.  Click Service VPN > Add VPN. Select the VPN template from the previous step from the 
available list to the selected list. Click Next. 

 

Step 19.  Click Additional VPN Templates > VPN Interface. Choose the VPN interface template that was 
created to handle data traffic. Click Add. 

 

Step 20.  Click Update. 
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Step 21.  Enter a value for IPv4 Address(vpn1_if_ipv4_address). NOTE: name will differ depending on 
value entered in step 15. This is the IP address of the routing interface for data traffic. Click 
next and Configure Devices. 

 

Procedure 6. Check tunnels have been established 

Step 1.  In Umbrella, navigate to Deployments > Core Identities > Network Tunnels. 

 

Step 2.  If tunnels successfully established, you should see both the primary and backup tunnel in an 
active state. 

 

The tunnel names that are given do have significance. The string consists of the site name, system ip and 

interface of the device that this tunnel has been established with. To rename these tunnels, continue to step 3. 

Step 3.  To rename the tunnels, click the ellipsis and choose edit. 

Step 4.  Update Tunnel Name and click Save. 
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These tunnels will be used as the identity when creating firewall and web policies for the branch in later 

sections. 

Adding a network device identity to Umbrella 

For cases in which a tunnel is not desired, a network identity can be added to Umbrella for the matching against 

DNS policies only. Umbrella does have the capability to send DNS traffic over an IPSec tunnel, however, this 

example shows how to create the network identity without it. 

Procedure 1. Generate API keys in Umbrella 

Step 1.  In Umbrella, navigate to Admin > API Keys. 
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Procedure 2. Configure Cisco Umbrella Registration in vManage 

Step 1.  In vManage, select Configuration > Security. 

 

Step 1.  Click Custom Options and select Umbrella Registration. 
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Step 2.  In the Manage Umbrella Registration dialog box, enter your Organization ID, Registration Key 
and Secret. Click save. 

 

Procedure 3. Optional: Create a domain bypass list 

Step 1.  In vManage, select Configuration > Security. 

Step 2.  Click Custom Options > Lists. 
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Step 3.  Click Domain > New Domain List to create a new domain list or edit an existing list using the 
pencil icon on the right side of the entry. 

 

Step 4.  Enter the Domain List Name, Add Domain, and click Add to create the list. 

 

Procedure 4. Configure DNS Policy in vManage 

Step 1.  In vManage, select Configuration > Security > Add Security Policy. 
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Step 2.  Choose Direct Internet Access. Click proceed. 

 

Step 3.  Click next until you reach DNS Security tab. 

 

Step 4.  Click Add DNS Security Policy and choose Create new. 

Step 5.  Fill in the required fields and click Save DNS Security Policy. 

Enter a meaningful policy name in the Policy Name field.  

Check that Umbrella Registration Status has been configured. If not, revisit Procedure 2 above 
as the details you entered may have been incorrect.  

Click Match All VPN radio button. 

Add the Local Domain Bypass List from the previous step if applicable. Otherwise leave blank. 

Click Advanced tab to enable or disabled DNSCrypt. It is enabled by default. 
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Step 6.  Click next until the policy summary tab. Give the policy a meaningful name and click Save 
Policy. 

 

Procedure 5. Attach DNS Umbrella Policy to Device template 

Step 1.  In vManage, select Configuration > Templates. 
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Step 6.  On a the client device that has a route to SIG ping welcome.umbrella.com. A successful response 

will result in DNS logs appearing in the Umbrella dashboard. 

 

 

 

Roaming Computers 

For the roaming users on public networks, we have a Cisco ASA running as VPN headend at the HQ site. This 

guide assumes that roaming users already use Anyconnect VPN mobility client to connect to the HQ site. We 

will configure the Cisco AnyConnect on the ASA headend to enable Umbrella Roaming Security module. The 

AnyConnect software is included with the Umbrella SIG Essential package. This includes DNS and SWG 

protections. VPN functionality is licensed separately. 

The AnyConnect Umbrella module installs two agents on the localhost, AnyConnect Umbrella Roaming Security 

Agent and Cisco AnyConnect SWG Agent. The Roaming Security Agent enforces security at the DNS layer to 

block malware, phishing, and command and control callbacks over any port. The IP Layer Enforcement feature 

of Umbrella Roaming agent can also block IP to IP communication. The SWG Agent enforces security at the URL 

layer, to provide security and visibility for web traffic. 
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Procedure 1. Anyconnect Roaming Client Settings 

Step 1.  Navigate to Deployments > Core Identities > Roaming Computers and click Settings. Enable 
Active Directory under General Settings. 

Note:   Refer to the Umbrella documentation for detailed information Roaming Computer Settings. 

 

Note:   SAML is not supported for Roaming users at the time of writing of this guide. To be able to use AD 

usernames and groups as identities, roaming users must be part of the domain (user information on non-

domain and BYOD devices are not reported to the dashboard). The AD connector and script needs to be 

installed to leverage AD user and group. We already performed this step in a previous section of this 

document (Setting up the identities > Headquarters > Procedure 4). For more information on identity 

support for Roaming users, refer to the Umbrella documentation. 

Step 2.  Switch to Anyconnect Roaming Client tab on the same page, enable Secure Web Gateway 
option. 

https://docs.umbrella.com/deployment-umbrella/docs/appendix-e-roaming-computer-settings
https://docs.umbrella.com/deployment-umbrella/docs/identity-support-for-the-roaming-client
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DNS Policies 

Setting up the policies 

Step 1.  Navigate to Policies > Management > DNS Policies and click Add. 

 

Step 2.  Disable Access Control > Application control for DNS policies. Application control requires 
SSL inspection to be enabled, which for a SIG deployment will be covered in web policies and 
should not be duplicated here. The only thing kept active is the Security Category Blocking, 
which blocks access to malicious domains. Selecting an option here makes that component 
available for configuration in the Policy wizard's later steps. 
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Step 3.  Expand Advanced Settings, disable the intelligent proxy and click next. For SIG deployments, 
the intelligent proxy is disabled as this module is separate from the web proxy. 

 

Note:   When creating a policy you may come across a screen (see below) that does not allow you to 

toggle the intelligent proxy in this step. If this occurs, disable the intelligent proxy at the very last step of 

policy creation, during the summary screen. 
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Step 6.  Choose the categories to block using DNS. It is recommended to enable all of these by default 
for maximum protections.  

 












































































